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Global approaches to infectious disease 
surveillance and modeling
 

Human mobility, climate change and demographic trends increase the risk 
of pathogen spillover and expansion. Data that can inform our responses 
to outbreaks have increased in availability and volume, but access to 
highly confidential outbreak data and commercially sensitive contextual 
information remains difficult. Despite ongoing efforts to adopt global 
health data infrastructures and sharing protocols, there remain regulatory, 
logistical, human and computational barriers to data sharing. Federated 
approaches—in which data remain stored locally but analyses are performed 
across datasets from different sources—offer a potential way to address these 
challenges. While federated approaches have been used in some clinical and 
biomedical contexts, their adoption in infectious disease surveillance and 
modeling has been limited. Here, we discuss global approaches to infectious 
disease modeling and analysis, with a focus on federated methods. We 
outline how these can be used to address key epidemiological questions 
during outbreaks by enabling the secure use of multimodal data and 
integration with existing surveillance and modeling efforts. We summarize 
current methods for combining distributed and locally stored data and 
identify limitations, opportunities and organizational structures needed to 
achieve equitable global public health impacts.

The increasing speed at which high-quality data can be collected during 
infectious disease outbreaks provides new opportunities for under-
standing and analyzing epidemics1. Data generated during an outbreak 
might include patient-level data (for example, line lists, clinical records 
with recorded symptoms, exposure history, serology, virology, vaccina-
tions, treatments and preexisting conditions), pathogen and human 
genomic data, and contextual data (for example, information relating 
to mobility, contacts, socio-economics, interventions, behaviors, and 
livestock and wildlife health). However, these data are often stored in 
disparate noninteroperable formats, collected by different agencies 
and private companies, and may have complicated access permissions 
and/or physical storage requirements2–4.

Coanalyzing increasingly disparate data sources across loca-
tions can yield insights into the origins and transmission dynamics of 
outbreaks, as well as the effectiveness of interventions. While some 
combinations of the abovementioned data types have been used to 
investigate single-country or regional outbreaks5–8, no system that 

enables broader adoption currently exists2,9. Difficulties in timely data 
access and interoperability continue to impede analyses, affecting the 
timeliness and effectiveness of responses to outbreaks of COVID-19, 
mpox, Ebola, Marburg and highly pathogenic avian influenza H5N1, as 
well as to seasonally recurring infections2,10–12. Continued monitoring 
of pathogen evolution could accelerate the detection of emerging 
variants and their geographical spread.

During disease outbreaks and epidemics, sharing data is sensi-
tive due to concerns about reidentification of infected individuals, 
stigma, rules surrounding ownership and other factors (for example, 
hospital networks often own patient data). Political and economic 
considerations can also influence the willingness of parties to share 
data, as reporting outbreaks may affect international travel, trade or 
a country’s perceived ability to control an epidemic.

Addressing these capacity, regulatory, ownership, sovereignty 
and privacy challenges necessitates new analytical approaches. In this 
context, federated approaches have emerged as a promising paradigm. 

Received: 11 July 2025

Accepted: 17 March 2026

Published online: 20 May 2026

 Check for updates

 e-mail: s.scarpino@northeastern.edu; samir.bhatt@sund.ku.dk; moritz.kraemer@biology.ox.ac.uk

A list of authors and their affiliations appears at the end of the paper

http://www.nature.com/naturemedicine
https://doi.org/10.1038/s41591-026-04351-4
http://crossmark.crossref.org/dialog/?doi=10.1038/s41591-026-04351-4&domain=pdf
mailto:s.scarpino@northeastern.edu
mailto:samir.bhatt@sund.ku.dk
mailto:moritz.kraemer@biology.ox.ac.uk


Nature Medicine | Volume 32 | May 2026 | 1646–1660 1647

Review article https://doi.org/10.1038/s41591-026-04351-4

collaboration, with investments in sequencing infrastructure, analytics 
and data platforms enabling global situational awareness in near real 
time24. At the same time, the pandemic underscored that sustainable 
national and regional surveillance capacities depend on maintaining 
data and analytical sovereignty, including the rights, recognition and 
agency of data generators and stewards25. Pathogen data have long been 
shared through multiple modalities, ranging from open repositories 
to registered-access, controlled and locally governed systems. This 
reflects the varying sensitivities of different data types, legal and ethical 
obligations, and the incentives and risk perceptions of data holders25.

Rather than converging on a single uniform model, current efforts 
increasingly focus on strengthening a global data-sharing ecosystem 
that accommodates this diversity while improving interoperability, 
attribution and transparency across local, national and global levels of 
surveillance. Analyses of the COVID-19 pandemic demonstrate how fed-
erated approaches could have enabled real-time estimation of key epi-
demiological parameters and genomic surveillance across institutions 
and regions without requiring the centralization of sensitive data5,6,26,27.

This approach has been further articulated by the World Health 
Organization (WHO) through its guiding principles for pathogen 
genome data sharing28 and its attributes and principles for patho-
gen genomic data-sharing platforms29, which define the technical, 
operational and ethical foundations for transparent, accountable 
and equitable data exchange in support of public health. Within this 
framework, federated architectures could represent an important 
component of modern data sharing, enabling decentralized analysis 
and collaboration while respecting legal, ethical and institutional 
constraints on data movement.

Applications of federated approaches in epidemic 
modeling
Accurate inference of key epidemiological parameters during the early 
stages of outbreaks is critical for informing effective policy decisions. 
They can help determine isolation and follow-up periods after known 
exposures or the onset of symptoms. Parameters of particular relevance 
include the incubation period (the time from exposure to symptom 
onset), serial interval (the time between the symptom onsets of two 
successive cases), infectious period and fatality rate; other inferences 
can identify potential geographical spread and populations at highest 
risk. However, the limited number of early cases often prevents robust 
inference of these parameters. Early case counts are typically biased 
toward more severe infections, as asymptomatic or mildly symptomatic 
cases are often missed, which can delay the recognition of key transmis-
sion dynamics30,31. During the 2022 global mpox outbreak, country-level 
data were too infrequent to accurately estimate incubation periods32. 
During the COVID-19 pandemic, when new variants emerged, early 
inferences of their incubation periods were often imprecise.

Further, estimating the relative growth rates of emerging variants 
of concern, their clinical severity and their mechanisms of spread 
requires the integration of multiple data sources (genomic, epide-
miological, immunological, experimental and laboratory data, as well 
as contextual information) that are collected and owned by different 
agencies, including the private sector27,33–35. It is not only that the data 
are necessarily limited, but also that they are distributed across mul-
tiple sites and lack standardization.

Federated approaches address these challenges in some con-
texts, but their application varies by pathogen and setting. They are 
likely to be useful when data are abundant and case trajectories can 
be easily compared across regions. In data-poor situations, federated 
approaches are particularly useful because parameters can then be 
informed by data from multiple settings. For vector-borne diseases (for 
example, dengue and malaria), federated approaches can help identify 
shared climatic drivers across regions. However, for pathogens primar-
ily driven by environmental conditions (for example, leptospirosis), the 
benefits of federated learning may be more limited, as transmission 

We define federated approaches broadly as any system in which analy-
ses are performed across datasets from different sources, but the raw 
data remain stored locally and are not exchanged centrally13 (Table 1). 
A special use case is federated learning, in which a machine learning 
model is trained under the orchestration of a central server13. Unlike 
traditional collaborative analyses, federated architectures allow sites 
to perform dependent and iterative computations across datasets, 
integrating heterogeneous data in near real time while maintaining 
privacy and data sovereignty. These approaches have been adopted 
elsewhere in healthcare14–18 (where datasets from individual hospitals 
are small) and in mobile and edge devices (where data packages could 
be exposed to attacks during transfer)14,19,20.

The use of federated models in infectious disease and outbreak 
research has been limited to date, but technical developments have 
created new opportunities and potential applications. There are many 
potential uses of federated data structures in the field of infectious 
diseases, including the following: monitoring the emergence of new 
pathogens21 through sentinel surveillance without sharing raw data 
from each site; studying transmission dynamics and key epidemio-
logical parameters in highly connected countries to understand how 
outbreaks are related; evaluating vaccine effectiveness across sub-
populations; predicting clinical outcomes across health systems; and 
assessing the impact of countermeasures22,23.

In this Review, we discuss how global approaches to infectious 
disease analysis and modeling, particularly federated methods, could 
reduce the time needed to generate actionable inferences during 
infectious disease outbreaks21. We describe federated architectures 
to inform real-time deployment across diverse data types (for exam-
ple, point-of-care molecular diagnostics, genomics, metagenomics, 
clinical data and health systems surveillance) and outline an approach 
for integrating multimodal data and artificial intelligence (AI) using 
privacy-preserving infrastructure, addressing long-standing chal-
lenges in data interoperability, equity and trust.

Global data sharing
The COVID-19 pandemic response saw an unprecedented expansion of 
global capacity for pathogen data generation, analysis and international 

Table 1 | Key components of a federated system for 
epidemic surveillance and modeling

Component Function Examples

Local data nodes To store locally generated, 
confidential datasets

At the individual level, 
behavioral data from 
mobile phones3 or 
clinical data from 
hospitals14,17

Global data nodes To store and share globally 
available data

International flight 
data (commercial)26 or 
satellite climate data96,97

Federated model or 
algorithm

To extract meaningful 
summary statistics from 
locally stored data

Estimation of variant 
secondary attack rates 
at the household level157

Local computation To execute analyses at the 
local level in secure server 
environments, potentially 
using information from 
global nodes

Local analysis of 
epidemic data

Aggregation layer To summarize and 
aggregate local analyses at 
a central node

Combining results from 
multiple studies using 
evidence synthesis or 
model averaging40

Privacy-preserving 
technology

To ensure that the system 
is compliant with local 
and international laws and 
ethical standards

Differential privacy123,130 
or digital twinning128

http://www.nature.com/naturemedicine
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dynamics depend less on cross-border data integration and more on 
local ecological surveillance. A variety of federated architectures exist 
that can accommodate the complex and varied epidemiological data 
and analysis requirements, as discussed below.

Architectures for epidemic modeling
Existing federated frameworks could be adapted to fit the require-
ments of infectious disease modeling (Fig. 1). Phylogenetic analysis to 

track the origins or relatedness of outbreaks across regions will require 
multiple sequence alignments to be assembled in a centralized manner 
for analysis, before results are returned to the networks of contribu-
tors (Fig. 1a). Widely used phylogenetic data repositories have access 
restrictions that limit real-time analysis, meaning insights are often 
generated retrospectively rather than contemporaneously. In such 
cases, a comanaged platform could be used to perform standardized 
data analysis within trusted research environments with transparent 
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Fig. 1 | Epidemiological analyses and the degree of decentralization. a, An 
aggregated structure illustrated by a phylogeographical analysis quantifying 
the number of pathogen movements between three geographical locations. 
Each local stakeholder produces its own local data, which are shared with a 
central stakeholder that combines the genomic sequence data and carries out 
the analysis. b, A centralized structure illustrated by a pipeline for estimating 
the relative hazard ratio for death caused by an emerging variant, relative to a 
wild-type variant. Local stakeholders generate local estimates with their unique 

likelihood densities, which are shared with a central stakeholder that produces 
a global estimate through effect synthesis meta-analysis. c, A decentralized 
structure illustrated by the estimation of a pathogen’s incubation period. Local 
stakeholders fit models to locally collected data, and fitted model parameters 
are shared sequentially between stakeholders to update the model fits and 
parameter estimates. The workflow can accommodate the inclusion of new data 
in local stakeholder datasets.
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governance, supported by clear principles for access, accountability, 
interoperability, timeliness and equitable benefit sharing, which are 
increasingly recognized as essential for genomic surveillance systems29. 
Cross-border surveillance efforts would particularly benefit from this 
model, as geographical proximity and shared disease risks—such as 
those posed by viral hemorrhagic fevers—create strong incentives for 
collaboration and data sharing between highly connected countries 
(Box 1). Current initiatives addressing data sharing during outbreaks 
include Pathoplexus36 for decentralized genomic data storage and 
Global.health37 for anonymized epidemiological data sharing. For 
federated approaches specifically, the European Genomic Data Infra-
structure project recently demonstrated a federated infrastructure that 
allows a user in one country to analyze synthetic genomic data across 
other national nodes without the data leaving the country of origin38—a 
model that aligns with emerging data governance frameworks such as 
the European Health Data Space, which mandates nationally hosted 
data with controlled access points39.

To estimate the clinical severity and risk factors for an emerging 
infectious disease during its early phase, we can imagine that local 
analyses of highly confidential data are performed either at the hospital 
site or within the local healthcare database, before their inferred param-
eters are combined using evidence synthesis or model averaging by a 
central stakeholder40–42 (Fig. 1b). We take inspiration from the Obser-
vational Health Data Science and Informatics (OHDSI) collaborative43, 
in which data partners manage more than 450 independent admin-
istrative claims and electronic health record databases, collectively 
covering nearly 8% of the world’s population. Through open-source 
analytical tools44 based on a common data model45, partners participate 
in coordinated global observational studies that improve collaborative 
analysis while limiting direct data sharing46,47. To date, OHDSI does 
not accommodate central coordination, which would enable more 
extensive and iterative methods in federated learning, especially for 
datasets collected using different protocols20.

In the future, more decentralized models could take individual 
data from each site (Fig. 1c), fit distributions or parameters, and then 
share their posterior distributions with the other sites23,48. Each site 
can then update its estimates using these distributions as inputs for 
the local model. As with other approaches, this requires coordination 
between stakeholders but can be performed asynchronously.

Advanced analytics for federated modeling
Modeling disease dynamics across geographical locations can be 
achieved using a range of advanced statistical methods. Federated 
learning methods13,49,50 could be used to analyze multicenter, hierar-
chical or longitudinal data (such as patient outcomes), with iterative 
improvements as new data are collected. Transfer or self-supervised 
learning could leverage pretrained models from similar domains or 
past outbreaks for new downstream tasks, such as predicting the geo-
graphical spread of pathogens and combining models (embeddings) 
with locally collected mobility and behavioral data51–57.

However, a central challenge in federated learning is the often non-
independent, nonidentically distributed nature of decentralized data58, 
which may be biased or partially correlated (for example, disease preva-
lence or demographic differences across space and time). This can 
lead to biased estimates and poor generalization in diverse real-world 
settings, as models trained on data from one region or group may not 
perform well on other data with different characteristics13,59–61. Adaptive 
optimization techniques62–64 for regularizing model updates and per-
sonalized federated learning65–67 for local model customization (while 
maintaining a shared global model) have been proposed as promising 
future avenues. Another common approach is to reweight data points 
depending on the target region, with these weights shared alongside 
model updates for continuous improvement68,69 (Table 2). For contex-
tual data (such as human mobility information), a technique known as 
post-stratification assigns weights to data based on the demographic 

profile of a given location (for example, census tract age–sex strata, 
urbanicity and income quintile). Classic propensity-score techniques 
align the study population with population totals and have been shown 
to reduce bias and improve external validity in public health surveys 
and cohort studies70,71.

Beyond federated learning, other approaches combine mecha-
nistic modeling with machine learning to support inference from 

BOX 1

Tracking the cross-border 
spread of emerging infectious 
diseases
Identifying the original location and timing of new outbreaks is 
critical for determining the current and future risks of the disease. A 
widely adopted framework now aims to detect an outbreak within 
7 days, notify authorities within 1 day of detection and initiate a 
response within 7 days of notification21. However, the timeliness 
and accuracy of inferences about outbreak origins and spread 
depend on the quality and representativeness of the input data, with 
spatiotemporal biases in genomic sampling potentially distorting 
conclusions about pathogen spread27,33,34. In addition, different 
institutions often control separate data segments during outbreaks; 
sharing these data across institutions and borders is complex and 
requires cumbersome legal agreements.

These challenges underscore the importance of robust 
frameworks for managing and integrating diverse datasets. 
Recent large-scale initiatives, including CLIMB-COVID201, Terra202, 
Pathogenwatch (https://pathogen.watch/) and Nextstrain203, have 
aimed to standardize genomic analysis ingestion and workflows. 
For example, CLIMB-COVID uses a decentralized approach for 
sequence data ingestion but keeps computational analyses 
centralized—a model further adopted by the mSCAPE infectious 
disease metagenomics surveillance network.

For phylogeographical analyses, a potential model for assessing 
pathogen spread could involve building a compartmentalized 
sharing model of intermediate outputs. Here, local genomic data 
are used to build a preliminary phylogenetic tree by incorporating 
private and publicly available genomes to produce an anonymized 
mutation-annotated tree (MAT)204 (Fig. 2). This MAT is then shared 
with researchers who have full access to the source location’s 
genomic database. In turn, these researchers perform sequence 
insertion (for example, using UShER204 or MAPLE205) to refine the 
phylogenetic tree and identify independent viral introduction 
events that might have been obscured204–206. Independently, air 
traffic and incidence data can be used to estimate importation 
intensity, which can then be compared to importations inferred 
from genomic data alone.

Another model could involve maintaining a centralized MAT, 
where users locally reduce their sequence data to mutation 
information and submit this to a central server without including 
any sensitive metadata. In this framework, users receive the 
placement of their genome within the tree, and the centralized MAT 
can be updated incrementally, with sharing controlled according 
to user preferences. Once identified, each subtree corresponding 
to an introduction event can be extracted and shared with local 
researchers for further analysis. This could be extended to include 
individual travel history data, thereby improving the identification of 
local transmission lineages.

http://www.nature.com/naturemedicine
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Table 2 | Statistical methods and frameworks for infectious disease modeling

Problem domain Statistical method Application domain Potential impact and obstacles

Parameter 
estimation from 
limited data

Bayesian model averaging Inference of 
epidemiological parameters 
(for example, incubation 
periods)

Addresses issues of limited data per location and inconsistencies in methods 
applied across settings; improves the comparability of parameter estimates. 
Challenges include limitations with complex models (for example, latent 
variables) and the need for standardization across sites to prevent errors in 
localized models40.

Meta-analysis Inference of 
epidemiological parameters 
(for example, case fatality 
rates)

Synthesizes results from multiple studies, field epidemiology and contact 
tracing to improve precision and provide more reliable estimates by pooling 
data. Challenges include heterogeneity in study designs and difficulty in 
accounting for variability between studies158–160.

Distributed stochastic 
process models (for example, 
Gaussian processes)

Modeling disease 
transmission dynamics with 
uncertainty estimation on 
small datasets

Infer robust relationships between disease dynamics (for example, incidence, 
prevalence and risk factors). Challenges include data scarcity, parallel 
computation and computational complexity41,42.

Epidemiological 
modeling

Probabilistic models (for 
example, generative Bayesian 
models)

Dynamic forecasting and 
spatiotemporal modeling

Improve accuracy, real-time predictions and outbreak tracing; address 
spatiotemporal challenges arising from changes in administrative boundaries. 
Challenges include scaling, data integration (for example, compatibility) and 
computation161–164.

Approximate inference 
(for example, variational 
inference)

Scalable Bayesian inference 
for phylogenetic and 
mechanistic infectious 
disease models

Efficient phylogenetic inference and scalable analysis of large datasets, 
including outbreak detection and variant tracking. Challenges include 
balancing approximation accuracy and computational efficiency165–171.

Distributed deep learning (for 
example, transfer learning 
and self-supervised learning)

Epidemic nowcasting and 
forecasting using small 
datasets

Develops pretrained models for predicting epidemiological parameters (for 
example, case counts); summarizes complex multimodal data into linear 
features; estimates R0 values from phylogenies; and detects diseases from 
electronic health records for related but new pathogens. Challenges include 
determining whether pathogens are similar enough for effective transfer 
learning, addressing temporal shifts and spatial heterogeneities in data 
collection, and mitigating reduced accuracy in later outbreak stages51–57,172.

Bayesian optimization Enhancing prediction 
accuracy in complex 
models, particularly in 
resource-constrained 
environments

Accelerates parameter learning and hyperparameter optimization while 
improving epidemiological modeling (for example, SIR (susceptible, infectious 
and/or recovered) models and disease forecasting) and calibrating complex 
simulations (for example, malaria and SARS-CoV-2). Challenges include 
computational and memory demands, difficulty handling high-dimensional 
information and exploration–exploitation trade-offs173–177.

Differentiable and private 
agent-based models

Modeling individual 
behaviors, policy 
evaluation and proactive 
contact tracing (for 
example, personalized risk 
estimation)

Enable rapid, population-scale simulation and calibration with 
privacy-preserving decentralized computation; enhance contact tracing apps 
for proactive outbreak management. Challenges include modeling complex 
individual decisions and ensuring representative simulations72–74.

Bayesian spatial models Mapping disease risk and 
environmental drivers 
(for example, climate and 
vectors)

Quantify the relationship between disease risk and environmental drivers (for 
example, climate and land use) by learning model weights across distributed 
datasets without exchanging raw location data. This could allow sites with 
sparse surveillance to improve their local risk mapping by using parameters 
learned from data-rich regions. Challenges include the high computational 
cost of spatial analyses and harmonizing disparate spatial resolutions178,179.

Multilevel and 
causal learning

Federated linear mixed and 
hierarchical modeling

Analysis of multicenter, 
hierarchical or longitudinal 
data (for example, 
patient outcomes or viral 
evolution), inferring risk 
factors and outcomes

Enables robust evaluation of interventions (for example, vaccines) and risk 
factors (for example, comorbidities) for clinical outcomes (for example, 
mortality), while preserving local trend variation across sites. Challenges 
include risks of data tampering and hidden biases, balancing local trends 
with overall accuracy, and managing the high computing demands of secure, 
large-scale collaboration180–185.

Distributed causal inference Estimation of causal effects 
in infectious disease 
modeling and public health 
interventions

Enables robust evaluation of interventions (for example, vaccines) and risk 
factors (for example, comorbidities) for clinical outcomes (for example, 
mortality). Challenges include handling data heterogeneity, missing data, the 
computational complexity of scaling causal models (for example, confounder 
adjustment and uncertainty estimation) to large multicountry datasets, and 
the lack of counterfactuals due to the observational nature of the data186–190.

Neural networks Broad range of applications 
ranging from epidemic 
forecasting to clinical 
treatment algorithms

Evaluate the effects of policies (for example, nonpharmaceutical 
interventions); develop clinical treatment algorithms; enhance epidemic 
forecasting and geospatial modeling; and improve generalization and 
robustness (for example, ensemble methods including stacking). Challenges 
include risks of data tampering and hidden biases, ensuring fairness across 
different sites, balancing local trends with overall accuracy, and managing the 
high computing demands of secure, large-scale collaboration184,185,191–197.

Distributed deep 
reinforcement learning

Accelerated deep learning 
training across distributed 
networks

Improves clinical decision-making, survey design, real-time disease detection 
and intervention strategies. Challenges include high computational demands 
and balancing exploration–exploitation trade-offs198–200.
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complex, decentralized datasets. One such approach is the use of 
differentiable agent-based models (Table 2), which integrate tradi-
tional epidemiological simulations with neural networks to model 
individual-level behavior during outbreaks72–74. These models enable 
efficient gradient-based calibration without the need for computa-
tionally expensive surrogate models, allowing them to ingest het-
erogeneous data (for example, mobility patterns and wastewater 
surveillance75–78) for rapid calibration73,79. Recent advances support 
calibration across multiple institutions by splitting the modeling 
architecture: neural networks at local sites process sensitive data 
into embeddings, which are shared with a central server hosting the 
agent-based model80.

At the individual level, digital contact tracing offers a decentral-
ized way to collect the necessary data to estimate key disease param-
eters, such as incubation and latent periods, and provides insights 
for individual-level and public health decisions81,82. Apps can collect 
mobility and contact data directly on users’ phones and can perform 
decentralized inference using message-passing algorithms83. How-
ever, current implementations do not support federated analytics 
such as exposure management, intervention evaluation or risk mini-
mization. Private agent-based models can address this challenge by 
running simulations and calibration directly on personal devices, 
where individual contact tracing information resides84. This approach 
allows contact tracing apps to provide proactive, personalized guid-
ance (for example, “How can I reduce my exposure risk?”) without 
compromising data privacy. While many of these methods73,79,85 are 
increasingly used in statistics and machine learning, their applica-
tion to infectious disease surveillance and modeling remains nas-
cent. These models are also likely to be most informative when 
calibrated with empirical contact tracing data, reinforcing the critical 
role of field epidemiological investigations in understanding early  
outbreak dynamics.

While fully decentralized models without any data sharing might 
work in some contexts, we cannot overstate the importance of sharing 
pathogen genome data for the global tracking of infectious diseases. 
The rapid generation and sharing of genomic sequence data during 
the COVID-19 pandemic enabled researchers to track the emergence of 
new variants of concern by comparing their datasets to those collected 
elsewhere86. This was made possible only because central stakeholders 
maintained large phylogenetic trees that enabled local users to deter-
mine whether their locally generated genomes fell into predesignated 
lineages and to evaluate their potential public health impact. This gen-
eral framework has now been adopted for other pathogens (for exam-
ple, monkeypox or dengue virus)87,88 and will continue to require timely 
data sharing. However, a peer-to-peer system could be implemented 
to identify key mutations of importance, which would only require an 
understanding of sequence similarity. Integrating embeddings from 
pretrained AI models into the assessment of the pandemic potential of 
newly identified pathogens (using metagenomics, for example) could 
enable rapid risk assessments with limited need for data sharing89 (see 
details in Box 2 and Fig. 2).

Lastly, it is essential to assess whether federated learning and 
decentralized data analysis offer epistemic advantages by balanc-
ing potential knowledge gains against the risks of privacy breaches, 
while ensuring that the benefits outweigh the resource costs 
involved, such as those required to run the analyses. Innovations in 
blockchain-based federated learning have the potential to overcome 
a number of data security concerns by ensuring the verifiability and 
auditability of models90. Approaches that consider the added value 
of federated analyses, such as those based on information theory, 
can be used to help determine the benefits of these analyses and, ulti-
mately, their investment value91,92. Developing benchmark datasets 
tailored to unique data types (for example, genomic or metagenomic 
data) may be necessary to further clarify when federated models are  
most impactful.

Integrating multimodal data in epidemic analyses
Increasingly, epidemic analyses require the integration of diverse 
data types, including pathogen genomic, epidemiological, clinical, 
experimental, laboratory, environmental, behavioral and demo-
graphic data. For example, protein structures can now be used along-
side primary genetic sequences to model evolutionary processes93,94, 
while mobility data and air travel patterns are frequently used to 
model the risk of disease spread and the impact of interventions5,26,95. 
Given the predicted impacts of climate change, incorporating envi-
ronmental variables will be useful in anticipating outbreaks and 
tracking spillover events96,97.

BOX 2

Predicting the pandemic 
potential of new pathogens 
using metagenomics
Climate change, urbanization and increased interactions between 
animal reservoirs and human populations all increase the 
potential for epidemics to arise through zoonotic spillover. The 
vast amounts of new data generated using metagenomics207–211, 
combined with AI techniques, have the potential to accelerate the 
discovery of new biological threats before their emergence and to 
predict their pandemic potential. Low-cost sequencing tools and 
open-source kits further support these efforts, including simplified 
primer designs212.

For scenarios in which a pathogen might be shed from 
infected animals and samples are collected from animals or the 
environment, the main task after metagenomic sequencing is 
the identification of new pathogens for which there is no test 
as yet213, followed by the prediction of the zoonotic potential 
of the identified pathogen sequences. While targeted sentinel 
surveillance methods have been used to estimate the host range 
of new pathogens jointly with their discovery214,215, approaches 
that can be applied to routine metagenomic surveillance could 
help scale both pathogen discovery and spillover risk prediction. 
However, the utility of these approaches in identifying new 
pathogens and risks depends on their implementation in regions 
where emergence is most likely to occur.

One could envision a model for predicting the zoonotic potential 
of new pathogens216, initially trained on publicly available global 
sequencing data. AI classification models can be pretrained on 
genomic sequence data and contextual information on host–
pathogen interactions, which remains sparse (for example, likely 
cell receptor usage). Subsequently, they can be combined with 
environmental data (for example, urbanization and deforestation) 
and immunological factors (for example, likely level of existing 
population immunity) to generate a predictive model of pandemic 
potential217–221. For individual stakeholders performing metagenomic 
surveillance, the pretrained model could be hosted locally and 
queried to predict zoonotic potential from local metagenomic 
samples by including relevant environmental covariates, which 
could improve the model’s predictive accuracy.

This scheme preserves data privacy for all stakeholders while 
benefiting from a shared public database. Current models for 
cross-species transmission define the present limits of predictive 
accuracy, but as with similar models trained on large amounts 
of data, it is possible that their accuracy might continue to 
improve218,219.
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Challenges of data integration, quality and heterogeneity
Data collected, such as mobility patterns and air traffic data, may be 
held by private companies and might not be publicly available during 
outbreaks; however, researchers and public health organizations may 
have existing contracts (for example, institutional sharing agreements) 
with such companies that allow for data use3,26,98. However, contracts 
often prohibit onward sharing with other agencies that might collect 
additional important data.

To overcome data-sharing limitations between the private sec-
tor, research groups and public health agencies, stakeholders might 
codevelop analysis pipelines using a graphical interface in which data 
permissions are clearly delineated. While some ad hoc analyses have 
already been performed, scaling them more widely requires robust 
software platforms and user interfaces that facilitate the integration 
of diverse datasets99.

While mobility data are often commercially sensitive, climate 
data are more easily accessible from open-access repositories (for 

example, ERA5)100, making them easier to integrate into existing frame-
works. A key challenge is processing such data to match the spatial and 
temporal resolutions of the case and genomic data101,102. The DART 
(Dengue Advanced Readiness Tools) project provides early examples 
of massive spatial data integration for epidemic analyses103, which 
can be easily combined with pathogen data platforms, such as the 
eLwazi Open Data Science Platform (https://elwazi.org/). These tools 
enable federated analysis of pathogen genomic data across multiple 
countries (South Africa, Mali, Uganda and Vietnam) with on-premises 
rather than cloud-based execution. For geospatial data, centralizing 
nonconfidential datasets on cloud-based infrastructure can facilitate 
coanalysis with private data, offering a pathway to ensure consistent 
inputs and enhance comparability across locations.

With large volumes of diverse data types, especially imagery and 
climate data, efficient compression algorithms are essential to reduce 
storage requirements and improve processing efficiency without com-
promising data integrity104,105. Methods for dimensionality reduction, 
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Fig. 2 | Metagenomic surveillance model for predicting zoonotic spillover of 
new pathogens. Current and publicly available knowledge of the virosphere, 
including genetic data, can be aggregated and combined with experimental 
work to produce information about key biological features related to cross-
species transmission (top left). A central stakeholder can combine this published 
information to train models linking genetic sequence data (that is, genetic 

determinants of host specificity) and infection risk data, which are ultimately 
integrated into a large taxonomic zoonotic potential predictive model (top 
right). Local stakeholders could run local instances of the model to query locally 
produced metagenomic sequence data from different surveillance schemes 
(bottom panels).
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such as autoencoders (neural networks designed to learn efficient 
data representations), will be crucial for handling high-dimensional 
datasets106–108.

The development of standardized data formats and transforma-
tion frameworks remains critical for ensuring interoperability and the 
ability to train models on diverse datasets109. Large language models 
(LLMs) offer opportunities for rapid mapping to existing standards, 
and several tools have been made available as data science capacity 
increases32,37,110–112. While we cannot expect universal standards for all 
data types, tools should be flexible enough to support the easy integra-
tion of federated architectures using, for example, bespoke adapters 
to OMOP (Observational Medical Outcomes Partnership)43, FHIR (Fast 
Healthcare Interoperability Resources)113, GA4GH (Global Alliance for 
Genomics and Health)114–116 and PHA4GE (Public Health Alliance for 
Genomic Epidemiology)111.

Ensuring data quality remains a major concern when attempting to 
aggregate and compare inferences across sites within a federated struc-
ture. This will require the creation and sharing of detailed data collec-
tion protocols, including standardized data quality control pipelines.

Infrastructure development needs
Any federated technological approach must be underpinned by the 
necessary policy frameworks and guiding principles, such as the FAIR 
(Findability, Accessibility, Interoperability and Reusability) princi-
ples117. These help ensure transparency, machine readability and the 
meaningful reuse of both data and analytical workflows. In contexts 
where learning is coordinated by a central stakeholder, multiple frame-
works have already been developed (for example, Apache Hadoop118, 
Apache Spark119, Kubernetes120 and Monolith121) to facilitate secure 
model training across distributed data sources, leveraging secure multi-
party computation, differential privacy122,123 and homomorphic encryp-
tion (that is, computations, analytics and data processing directly on 
encrypted data)124.

Multiple techniques have been developed to reduce the risks of 
data breaches and reidentification. These include data minimization 
(which focuses on collecting only essential information), aggregation 
(that is, processing data as early as possible), noise injection, access 
controls and limiting data retention125,126. The k-anonymity127 approach 
(that is, ensuring that data points cannot be distinguished from at least 
k − 1 others) or synthetic data generation and digital twinning128 (that is, 
creating artificial data that mimic the original in their distributions) can 
be used to guarantee that data are not reidentifiable. Differential pri-
vacy is a mathematical framework in which ‘noise’ is inserted into data 
and models to protect individual privacy while preserving meaningful 
patterns122,123,129,130. It has been widely adopted in distributed machine 
learning settings, including by major organizations such as Google131 
and the US Census132, to protect against reconstruction attacks133 (that 
is, attempts to rebuild original data from the output) or membership 
inference134 (that is, determining whether a specific individual’s data 
were used in a model).

While more efficient tools for large datasets are emerging, running 
these analyses locally remains impractical due to software and infra-
structure limitations, highlighting the need for new methods to speed 
up computation135,136. This divide was evident during the COVID-19 pan-
demic, when only 42% of low- and middle-income countries reached the 
benchmark of sequencing 0.5% of their total reported cases, compared 
to 78% of high-income countries. Furthermore, low- and middle-income 
countries were substantially less likely to submit data within the critical 
21-day window required for a real-time response137. Reimagining and 
developing shared infrastructure to support decentralized approaches, 
such as open-source software and cloud-based platforms for analysis and 
visualization, could democratize access to high-performance computing 
and reduce redundant development efforts. These advancements should 
be accompanied by skills development, expanded training opportunities 
and the retention of technical expertise in all settings138–140—a goal that 

will require coordinated, long-term funding141,142. Training and technical 
expertise initiatives could build upon existing and emerging partner-
ships. For example, the AGARI platform143 (from Africa’s Centres for 
Disease Control and Prevention) already harmonizes metadata and 
streamlines data exchange across member states, expanding sequencing 
and analytical capacity for outbreak responses while ensuring that coun-
tries maintain control over their own data. Leveraging these established 
partnerships offers an efficient pathway for training and disseminating 
information across diverse settings.

Integration with AI and emerging technologies
Retrieval-augmented generation, whereby LLMs access epidemiologi-
cal and contextual information from data repositories, is a means of 
providing relevant information to commercially developed LLMs for 
epidemiological analyses144. With the increasing adoption of the Model 
Context Protocol (MCP)145,146—which enables seamless connections 
between AI tools and external data, tools and systems—coupled with 
existing approaches that leverage common data models (for example, 
OMOP147 and FHIR113), organizations no longer need to build large infra-
structures but can interact with interconnected data hubs for climate, 
mobility or other epidemiological data. Agentic AI workflows can then 
enable the rapid extraction of relevant information for answering key 
epidemiological questions, similar to current implementations such 
as AI coscientists148. Further, organizations can jointly contribute to 
training large-scale epidemiological and genomic foundation models 
on distributed datasets, improving the models’ capabilities for under-
standing infectious disease transmission.

Public health equity considerations
Effective implementation requires mechanisms that guarantee the 
mutual benefit of federated analyses, ensuring that all participants, 
regardless of resources, can translate their contributions to a joint 
analysis into meaningful public health impact28,149.

To promote equitable participation, decentralized analysis frame-
works should align with established norms, such as the WHO’s guiding 
principles for pathogen genome data sharing, to help ensure trusted, 
inclusive collaboration across jurisdictions28. Data and model param-
eter sharing, whether federated or otherwise, should enhance out-
break responses for all contributors. However, linking them directly 
to resource allocation (for example, across countries most affected or 
at risk) could improve trust150,151. Achieving global representativeness 
and coordination for such a system may require oversight by a body—
such as the WHO or the European Molecular Biology Laboratory—that 
possesses the necessary capacity to coordinate across a diverse range 
of stakeholders. More broadly, developing models that minimize com-
putational demands will increase the likelihood of complex workflows 
being implemented across a range of income settings.

Computational models that integrate local expertise with analyti-
cal approaches for decision-making will likely have the greatest public 
health impact, as observed during many past outbreaks. For example, 
during the COVID-19 pandemic, much of Africa’s contribution to pro-
viding global early warning for variants of concern can be attributed 
to local capabilities, facilitated by continental capacity building and 
collaboration efforts86,152,153. More recently, in Rwanda, rapid local 
sequencing and analysis of the Marburg virus enabled real-time public 
health decision-making154, underscoring why a parallel focus on local 
capacity building is paramount. Similarly, in South America, the Pan 
American Health Organization has established numerous initiatives, 
such as the Arbovirus Diagnosis Laboratory Network of the Americas 
(RELDA)155, aimed at strengthening the response to arboviruses in the 
region. This has resulted in the timely characterization of Zika, yellow 
fever, dengue and chikungunya outbreaks in several countries in the 
region155,156. Extension of these initiatives toward capacity building 
for modeling infectious diseases is likely to have similarly important 
impacts parallel to the development of federated analysis frameworks.

http://www.nature.com/naturemedicine


Nature Medicine | Volume 32 | May 2026 | 1646–1660 1654

Review article https://doi.org/10.1038/s41591-026-04351-4

Governance
Effective governance frameworks are essential for federated 
approaches to infectious disease surveillance and analysis, enabling 
equitable public health benefits. As federated systems distribute data 
stewardship and analytical responsibility across multiple actors, gov-
ernance frameworks must provide clear normative guidance on roles, 
responsibilities, accountability and acceptable use. Such frameworks 
need to enable participation across diverse legal, technical and resource 
settings while maintaining trust, transparency and scientific integrity. 
Shared global public goods, including open standards, reference archi-
tectures, interoperable tools and agreed-upon practices for attribution 
and responsible use, are critical for lowering barriers to participation 
and reducing the risk of fragmentation or exclusion. Anchoring fed-
erated approaches in commonly agreed norms and accessible global 
infrastructure, supported by international coordination and convening 
mechanisms, can offer a pathway to scale federated analysis in ways that 
are inclusive, sustainable and responsive to global public health needs.

Conclusion
Global federated approaches to computational and genomic mod-
eling of infectious diseases can improve outbreak detection, further 
our understanding of pathogen spread and help inform policy deci-
sions to mitigate future infectious disease risks. However, although 
individual methods and platforms for federated analyses exist, they 
remain fragmented and lack a unified, accessible framework. Deploying 
federated analyses successfully will require unifying existing methods, 
developing new approaches to handle large datasets, applying robust 
privacy and safety precautions and oversight to analysis tools, and 
collaborating with stakeholders to ensure that workflows are intui-
tive and feasible for real-world applications. Real-time actionability is 
paramount; analysis frameworks must be well integrated into public 
health agencies and easy to use, or their utility in real-time outbreak 
scenarios will remain limited.
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